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Initial Setup similar to archive system

Prepare RDB
Run JMS Server
Create and import initial configuration

Run Alarm Server

a ~ WD PF

Create CSS product with

— Authentication, Authorization
— Alarm client GUI

6. View & edit in CSS
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Prepare RDB

Plugin org.csstudio.alarm.beast,
folder dbd/:

Copy/paste the commands for the following
from MYSQL USER.sql and ALARM MYSQL.sql

Into a mysql shell:
1. Create “alarm” user with password “$alarm”
2. Allow “report” user to read alarm tables
3. Create “alarm” data base
4. Create tables, insert some demo data
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Create initial configuration
e Minimum XML File

<config name='"demo'">
</config>

e More elaborate Example

<config name="demo">
<component name="Simulated">
<pv name="sim://ramp">
<description>Ramp</description>
<latching>true</latching>
<annunciating>true</annunciating>
</pv>
</component>
<component name="Heater Demo'">
<pv name="demol:heat V">
<description>Heater at maximum</description>
<latching>false</latching>
<annunciating>true</annunciating>
</pv>
</component>
</config>

Either one can then be edited from CSS GUI
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settings.ini for alarm tools

Add to settings.ini:

# Alarm RDB (Config Tool, Alarm Server)
org.csstudio.alarm.beast/rdb url=jdbc:mysql://localhost/alarm
org.csstudio.alarm.beast/rdb user=alarm
org.csstudio.alarm.beast/rdb_password=$alarm
org.csstudio.alarm.beast/rdb_schema=

# JMS Connection
org.csstudio.alarm.beast/jms_url=failover: (tcp://localhost:61616)

# Specify alarm configuration (root element)
org.csstudio.alarm.beast/root component=demo

# Annunciator
org.csstudio.alarm.beast.annunciator/jms_url=failover: (tcp://localhost:61616)
org.csstudio.alarm.beast.annunciator/jms_topic=demo TALK

# Channel Access (Alarm Server and Archive Engine)
org.csstudio.platform.libs.epics/addr 1ist=127.0.0.1

3 OAK
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Import XML Configuration
Alarm Config Tool:

AlarmConfigTool -pluginCustomization /path/to/settings.ini \

—root demo —file demo.xml -import

e ‘root’:
Database can contain multiple alarm configuration trees,
Identified by name of root element

eConsistency check:
Name of <config name=“demo”>and command-line argument
-root demo MUSt match
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Java Message Server, JMS

e Specifically: Apache ActiveMQ

o Start
cd [activemg install dir]

bin/activemg start

eCheckL
Netstat —-an | fgrep 61616

e URL for CSS clients
failover: (tcp://localhost:61616)

8 Managed by UT-Battelle
for the Department of Energy




Run Alarm Server
Start:

AlarmServer -pluginCustomization /path/to/settings.ini \
—root demo

Monitor:

ePrimarily just use CSS Alarm GUI

eConsole output

eSend ‘debug’ message from CSS Alarm Tree

e0rg.csstudio.debugging.msmonitor

Stop:
Kill the process (Ctrl-C)
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CSS Auth & Auth

e Editing alarms requires
— Authentication: Log in
— Authorization: Being allowed to edit

e Can even be required to acknowledge alarms

e Could use LDAP, Kerberos, ....

— See chapter in http://cs-
studio.sourceforge.net/docbook/
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Dummy Authentication

e Include plugins in CSS product:
org.csstudio.platform. jaasAuthentication
org.csstudio.platform. jaasAuthentication.ui

e Configure like this in
plugin_customization.ini of CSS product:

# Select 'Dummy' JAAS Authentication
org.csstudio.platform. jaasAuthentication/jaas_config source=File
org.csstudio.platform. jaasAuthentication/jaas config file entry=Dummy

Now any user and password will work
— Except user name “fail”, which can be used for tests
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Dummy Authorization

e Include plugin in CSS product:

org.csstudio.sns.dummyAuthorization

e and include only this *authorization* plugin!

Now any user and password will work

— Still needs to log on, though, but any user name and
password will be accepted
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Add Alarm GUI to CSS

eAdd alarm GUI plugins to CSS product
—org.csstudio.alarm.beast
—org.csstudio.alarm.beast.annunciator% To hear alarms
—org.csstudio.alarm.beast.ui
—org.csstudio.alarm.beast.ui.alarmtable

: : Most
—org.csstudio.alarm.beast.ui.alarmtree W

—org.csstudio.alarm.beast.ui.areapanel W
—org.csstudio.utility.speech

eplugin_customization.ini of CSS product:

Same org.csstudio.alarm.beast/* settings as used by
Alarm Server (settings.ini)
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Use CSS Alarm Tree, Alarm Table, ...

e Open Menu CSS/Alarm/...
—Alarm Tree, Table, Annunciator, Area Panel

e [N alarm tree, use context menu to add to

configuration
—After log In

v @ Area:

. =

s[OF T 7 I

BeamPermit (MAJOR /LINK_ALARM)

v @ System: MPS FPAR fault (MAJOR/LINK_ALARM)

» @ System:

» @ System:

» @ System:

» @ System:

» @ System:

b @ Area:
® Area:

» O Area:
» @ Area:
» @ Area:
» @ Area:
O Area:
O Area:

» @ Area:
O Area:

» @ Area:

© PV:ICS_MPSIFPAR_CCL_BS:FPAR_MEBT_BS_chan_status (MAJOR /LINK_ALARM MAJOR
@ PV: IC5_MPS:FPAR_EDmp:FPAR_MEBT_BS_chan_status
@ PV: IC5_MPS:FPAR_IDmp:FPAR_MEBT_BS_chan_status
@ PV: ICS_MPS:FPAR_LDmp:FPAR_MEBT_BS_chan_status
@ PV: ICS_MPS:FPAR_MEBT_BS:FPAR_MEBT_BS_chan_status
@ PV: ICS_MPS:FPAR_Ring:FPAR_MEBT_BS_chan_status
@ PV: IC5_MPS:FPAR_Tgt:FPAR_MEBT_BS_chan_status
MPS FPL fault

MPS BLM fault

MPS PS fault

MPS Vacuum fault

MPS RF fault (MAJOR /LOLO_ALARM)

CF

Diagnostics

HP_Mod_Smoke

HP_Mod_V_Mon

HPRF_PLC_Check

HPRF_Rack_Sts

ICS

MPS

PPS

Timing

Tunnels

= Alarm Table 52 -~ ¢+ =0
1 Current Alarms

PV Description Time Current Severity Seve;ity Status
RFQ_VaciGV_1BiSts RFQvacuumvalvelBel.. 2008/11/3009:06:21 ORI [NEGEI <v-c ALARM
RFQ_LLRF:ResCtrll:ResEr.. RF Qlow level RF resona..  2008/11/2720:30:52 (ORI HIHI_ALARM
MEBT_RF:Bnch03:V_Plt_.. MEBT three power amplifi..  2008/11/2802:2211  [ORO SR Lo 0_aLarm
MEET_RF:Bnch031 Plt_ PA  MEBT three power amplifi.. 2008/11/2802:2212 [ [HEGRI Lo 0 aLarm
FE_MPS:MIOCT Asstatus_...  MPS Beam permit 0081172612462 ORI LOLO_ALARM
DTL_HPRF:Xmtrd:PLC_C... Check DTL Xmtrd PLC par...  2008/11/27 20:46:32 (ORI [IEIGRIN i ALarm
DTL_HPRF:Xmtr3:PLC_C... Check DTL Xmir3 PLC par..  2008/11/27 20:46:50 (ORI NEEIGRI i1 aLarm
DTL_HPRRIGET3:PPS W... DTL3 HP Mod Smoke Alarm  2008/11/27 20:20:01  [OR Y [REEIGEI <7~7c_ALARM
CHL_ODH:AITL Sys:Fit  CHL ODH System Fault 2008/11/2008:34:30 (ORI NERGRIN sTaTe_ALARM
TGT_LWSZTnk_TEI710..  Proton beam window halo... 2008/11/26 222200  [BROT HIGH_ALARM
TGT_LWS2Tnk TEITI0KT  Proton beam window halo... 2008/11/26 222250  [BRI HIGH_ALARM
TGT_LWS2Tnk TELTIOET  Proton beam window halo... 2008/11/26 222220  [OKI HIGH_ALARM
TGT_LWSZTnk_TEITIORT Proton beam window halo... 2008/11/26 222058 BRI HIGH_ALARM
TGT_LWS2Tnk_TEITI0ET Proton beam window halo... 2008/11/26 22:20:47 (ORI HIGH_ALARM
TGT_LWS2Tnk TEL7L0BT Proton beam window halo... 2008/11/26 222333 [GRIN HIGH_ALARM
TGT_LWS2Tnk TEITIOAT Proton beam window halo... 2008/11/26 222312 BRI HIGH_ALARM
TGT_IDMP:TP_TEIS080:T  Ring Guard Temp O 2008/11/28 04:58:11 (ORI HIGH_ALARM

o TGT_IDMP;TP_TESS08M:T  Ring Guard Temp M 0081128 142124 [OR HIGH_ALARM
TGT_IDMP:TP_TES508FT  Ring Guard Temp F 200811726 222325 [OR HIGH_ALARM
TGT_IDMP:TP_TE9S0BET  Ring Guard Temp E 2008/11/26 22:23:26 (ORI HIGH_ALARM
ICS_Tim:Gate_BeamOn:S... Beam off 2008/11/2612:43:58 Ok STATE_ALARM




Authorization Required

C css

[Fi Eamt (55 Wwndow Help

—F >&Iﬁuu' —

T .
Login % Alarm Tree 22 s

Input username and password demo '| .ﬂ'| @ ’f,’bﬁ Hﬁ' v | L
a i Area: Simulated (MAJOR Way High)

|. P'u':silll.l'.l" LR AA LD DAL Ll R AR LD O
User name Fred @ 00:04:47
A-
Password | : e
B AamTree 3T . PSS S Acknowledge
[ Anonyrmous Login b i Area: Areal
sl v| "ﬁ| @ @ —— 3 % Configure Item
a i Area: Simulated (M ¢ W Area: Areal| .
R It
i PV: simz/ /s b @ Arez: Areal By Ena.me em
D) I oK I ’ Ca| - @ Area: Areat EY  Duplicate PV
Aj I El  Move item
v @ Area: Areall] _» Acknowledge # Remove selected ltems
i Area: Areall
0 i Area: Areall|| "2  Configure ltem —_— @
e i Area: Areall
» & Area: Area0l| 3 Rename Itemn
b i Area: Areall Duplicate PV
Mowve itern
3 Remove selected Items

Only authorized users can change the configure
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PV Configuration | FulPathtoPVin

Alarm Tree

Description:
Also used for

~

W Alarm Item Configuration

Item: Annunciator /RFQ/RFQ_LLRF:ResCtri1:ResErr_Avg

Configure guidance, related displays, ...

| 4

Annunciation y

Guidance:
Simple Title &

Detail that should
help operators
handle the alarm

Display Link Options:

Description: Elevated R F Q resonance error
Alarm Delay [seconds]: 4]

Alarm Count [within delay]: 0

Behavior: v Enabled Latch [V Annunciate

Enabling Filter:

/CSS/path/to/display.opi
http://www.google.com
https://some.host.org
scriptname argl arg2

See online help for more details
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Guidance:
Title Detail
Check and fix resonance error Check LLRF measurement of cavity residency error.
<Add> <Add>
C

Displays: 8,00
Title Command _:
RFQ LLRF startedm -m 5=RFQ,N=1,TN=1 FCM-RFQ; Title:
RFQ Chiller startedm Cool Details:
Rationalization htps:/ fics-web.sns.ornl.gov/wiki/AlarmHa
<Add> <Add>

Comman ds:
Title Command —_
<Add> <Add>

ID: 621 Last configured: 2009/04/14 16:46:17

oK
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An Alarm Triggers...

Some operators prefer just the Alarm Table,

others also like to look at Area Panel or Tree
View

B alarm Area Panel 53 l

=0
demov @ D %5 % v ! |1 b=

¥ @ Area: lon Source (MINOR/HIGH_ALARM) g% Alarm Table 52 .@ | < ¢ =0
@ System: RF
¥ @ System: Vacuum (MINOR/HIGH_ALARM)
P L Y ey | Current Alarms (1) Select | BRED
b ) Area: Li
@ Area: Linac PV Description Alarm Time Current Severi Current Status Alarm Status  Alarm Value
demo:temp Overtemperature 2011/08/29 16:48:32 MINOR  HIGH_ALARM HIGH_ALARM 31.0

Acknowledged Alarms (0)

PV Description Alarm Time Current Severi Current Status@.marm Status  Alarm Value

M
'
.
rs
v
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Context menu of Alarm
e -~  Whawd

1 Try to lower the temperature
-

e Guidance

2
7\.@ | < 1 =0
i
Current Alarms (1) Select | j @
PV Description |Alarm Time |Current Severi Current Status Alare A Alarm Status | Alarm Value
demaotemp Overtemperature ® 00:00:34 NOR HIGH_ALARM M HIGH_ALARM 31.0

| What to do

OPI
[ Copy to clip-board
~ Acknowledge

5% Configure Item

Acknowledged Alarms (0) larm Perspective

i Description 1 X Process Variable [ 2
| |

irrent Severi Current Status Alarm Status  Alarm Value

!

alarms.upi P l
Alarms

—Temperature

e Links to related OPIs :

-80

-60
-40

-20
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The Problem is fixed, Alarm clears

BE pjarm Area Pan |x§| glrmspigl =a
Alarms
~Temperature
€
100" :100
~80
50 - 60
. -40
= Show in Alarm Tree ] _ 2
+ Acknowledge 0 I ~20
£ Alarm Perspective to
= Alarm Tree 52 l =0
demov @ (@ 3T 7 ! |1 B
ve
@ System: RF
vo £ Alarm Table 52 2 | =0
) Pv: democtemp (MINOR/HIGH_ALARM, 0K /OK)
» @ Area: Linac Current Alarms (1) Select l}
PV Description Alarm Time Current Seve Current Statu Alarm Sevea Alarm Status Alarm Value
demo:temp Overtemperature 2011/08/29 16:48:32 PRI ok MINOR HIGH_ALARM 31.0
Acknowledged Alarms (0)
Py Description Alarm Time Current Sevel Current Statu Alarm Sewe 4 Alarm Status Alarm Value
L

e By default, the alarm system latches alarms

— “Current” severity of PV is OK, but MINOR alarm
IS remembered until alarm is ¢ Acknowledged
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Guidance, Related Displays, Commands

ety = Fropertes — o)
%7 < L] =
(3 '.Area: BeamPermit (OK /OK/OK) e N i e o
v
¥ @ System: Cooling_Tower (OK/OK/OK) 1 Look at tower water pump screen. Three pumps should be running. If not, attempt
@ system: Cooling Tower Fans (OK,/OK/OK) -~ toturn on via operator screen. If that fails, turn them on manually at CUB.
@ System: Cooling_Tower_Pumps (OK/OK/OK)
@ PV: CF_CU:TWR2_TW_Trouble:Sts (OK/OK/OK) |
@ PV: CF_CU:TWR_FT4017:Fiw (OK  *i Look at Cooling Tower Overview/.
. PV CF_’CU:T“"R_"T“G 16:T [DK} | check tower water pump
@ PV: CF_CU:TWR_TT40L17:T (OK/ CF Overview
> € @ PV: CF_CU:-TWR_TT4018:T (OK/A Cooling Tower Overview Screen
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p O System: Potable_Water_Tank [DK,"DKl Cooling Tower Water Pumps Scre... z B aS I C TeXt

» I System: Site_Power_Other_UPS (OK/Q

Tower Water Pump Screen

@ Area: Diagnostics (OK/OK,/OK) Rationalization
» @ Area: HP_Mod_Smoke (OK/OK/OK) T z O E D M / O P I
» @ Area: HP_Mod_V_Mon (OK/OK/OK) # Configungiim p e n S C ree n
» @ Area: HPRF_PLC_Check (OK/OK/OK) Rename ltem
» @ Area: HPRF_Rack_5ts (OK/OK/OK) - yuplicate P

© Area: ICS (OK/OK/OK) IZ O p e n W e b p ag e
» @ Area: MPS (OK/OK /OK)
» @ Area: PPS (OK,/OK/OK)

@ Area: Timing (OK/OK/OK) N AR —

" ky9 Preferences | P e r— T W

> .Area: Tunnels (OK/OK/OK) //\SNS ;\IarmHandIlngl TowerWaterAlarm o e M R u n eXt u C O m m an d
» @ Area: Water_Pump (OK/OK c g » FrontPage » HVC arm » T
» @ Area: lonSource (OK/OK /Of o ".:;HQ:‘T i e | ;

Alarm PV: CF_CU:TWR2_TW_Trouble:Sts H | e r ar C h | C al

Purpose of Alarm
- -

Indicates insufficient tower water problem, either flow or elevated temperature or pump failure. I n C I u d I n I n fo O f ar e n t

Flow (5500gpm) and temperature limits are fixed in the PLC. For changes see contacts listed below.

Operator Guidance

-
Look at tower water pump screen. There should be 3 pumps running. If not, attempt turn-on via operator ‘ ! l I t r I ‘ ! : 5
screen.

If that fails, turn them on manually at CUB. If all fails, call contacts listed below.

Failure Consequence
=

MAJOR consequence: Beam will be off for 12 hours, cold box will trip, ... M e r eS ( l I I d an C e et C f r O . .

TODO: List the top 3 critical items and response times in each case to avoid shutdown. [ ]

Operator Response Time Available

all selected alarms *O o

TODO: Response time depends on beam power. How should this be factored into response?

RIDGE
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Water System Mechanical Engineers: Greg Irby, Jerry Ferguson Control System Contact: Frank Brantley



SS Context Menus Connect the Tools

Send alarm
PV to any
other CSS

PV tool

= *<not saved> i I

TMod:Summary_MPS:Alarm
HEBT_Coll:CT2:Cond

Moderator System B
| Hebbit collimator

Alarm Perspective

[%% PV Table
B Rack View

PV Name/Filter: I CF_KL:DIWS_AIT4305E:Rs

CF_KL:DIWS_AIT4305E:Rs

vlField

IHIGH.HS\I.HIHI.HHS\d

File Name: |

~|
Export to File |

Record Type: Iai

10C Name Icf—ics-ioc-kl

Boot Date: IFehn.aly 05, 2009 at 10:10 am Boot File: |.vauetep.cs.rncTowR3.14. FICFiDeveldhkL db

Field DED Type Value in File Live Value |
HHSV DEF_MENU MAJOR MAJOR

HIGH DEF_DOUBLE 2.5 2.5

HIHI DEF_DOUBLE 20 20

HEV DEF_MENU MINOR MINOR

TOr the Lepartment of Energy

PV Utility

EE PV Fields Viewer
- Probe

E EPICS PV Tree

invalid-ack'ed

READ_ALARM |Ready
LOLO_ALARM |0.016

=8
w
e
<+ 3
M
m
EE
=4 |
23
P
e
8o
fm
= 3
=9
<3
ERE
o 7
=i~
xlhi—:
G
™3
A
~
<+ 3
~ T T T T T T T T
2009/04/15 2009/04/15 2009/04/15 2009/04/15 2009/04/15 2009/04/15 2009/04/15 2009704/
07:22 10:14 11:40 13:06 14:32 15:58 17:24 |
A t°o
Current Alarms Select @
PV | Description | Time' | Current Severity Status |Value [
CF_KL:DIW5_AIT4306B:Rs Check polishing Iocl[ ®013’332 T\ 1:90:58 oK MINOR HIGH_ALARM 2.5
| i Check polishing loop resistivi... | | | | |
| CF Overview | | | | ‘
£ Klystron Gallery Overview
| # Logbook... | | | | |
| Acknowledge | | | | |
__| Copy Pv Name to Clipboard
= Data Browser |
. |
. Data Browser View
Acknowledged Alarms J 7 Configure Item go en in displa L
PV | Description 4 [~ Auto-size Columns P play sverity Status | Value |




E-Log Entries

8,00 Lugbo-ok Entry

Current Alarms

= Deschiption i Create electronic logbook entry
CF_KL:DIWS_AIT4306B:Rs Check polishing loop 3 ————— | /

6_)01:33:32 L o Enter name, password, maybe edit the alarm information
i Check polishing loop resistivi...

CF Overview
i Klystron Gallery Overview
& Logbook...

User name: |joe

Acknowledge
Password:  ssssssssssssss
‘@ » Logbook: [ Operations )+i
® L O g b O O k Title: Current Alarms
Text:
from context menu < — .
Received this alarm while turning the puple thingy on. W

C reat eS text W/ Fixed it by turning the second valve from the left

three clicks clockwise.

basic info about |

Check polishing loop resistivity for KL4

S el eC t ed al a‘r m S . 'I:?r;E:FEELE}:E;gf?ﬂ?sg:g%%sp;?3505?000 (Duration 01:14:23)
= " Severity/Message: MINOR/HIGH_ALARM
Edlt, SmeIt_ Walue: 2.5

Current Severity: OK

M=
T

4k

( Cancel :] ( OK )

e Pluggable implementation, not limited to
Oracle-based SNS ELog
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